Kushti Bok Secure Data Handling and Storage Policy

The purpose of this policy is to establish guidelines for the secure storage of sensitive
data held by Kushti Bok, ensuring confidentiality, integrity, and availability of information.
By adhering to this Secure Data Storage Policy, Kushti Bok demonstrates its
commitment to safeguarding sensitive information and protecting the privacy and
confidentiality of individuals associated with the organisation. This policy outlines the
principles and guidelines for the collection, storage, processing, and protection of data
within Kushti Bok, ensuring compliance with relevant data protection laws, including the
General Data Protection Regulation (GDPR) and the Data Protection Act 2018.

This policy applies to all employees, volunteers, contractors, and third-party service
providers who handle or have access to sensitive data on behalf of Kushti Bok.

All data is classified based on its sensitivity level (e.g., public, internal, confidential) to
determine appropriate storage and access controls. Sensitive data includes, but is not
limited to, personally identifiable information (PII), financial records, donor information,
client records, employee records, and any other confidential information deemed
sensitive by Kushti Bok.

Data Collection, Accuracy, Sharing and Retention
Data collected by Kushti Bok will be limited to what is necessary for lawful and
legitimate purposes. Prior consent will be obtained when collecting personal
data, and individuals will be informed about the purpose and usage of their
information. Data will only be used for the specified purposes and not retained
for longer than necessary.

Kushti Bok will take reasonable steps to ensure that data held is accurate and up
to date. Data that is no longer necessary for the purpose for which it was
collected will be securely deleted or anonymised in accordance with data
retention policies.

Data sharing with external parties will be conducted responsibly and only with
consent via a signed authority to act form or when required by law.

Individuals have the right to access, correct, or request the deletion of their
personal data held by the charity. Procedures are in place to promptly respond to
and address data subject requests. (see subject access request policy)



Physical Storage
Physical storage of sensitive data must be in a locked filing cabinet at the Kushti
Bok office and accessible only to authorised personnel. Access to physical
storage areas must be restricted to individuals with a legitimate need to access
the data.

Electronic (cloud) Storage
Electronic storage of sensitive data will be protected against unauthorised
access or data breaches by the use of limited sharing and passwords. Access to
cloud storage systems containing sensitive data will only be granted only to
authorised users. Only reputable and secure cloud service providers that comply
with relevant data protection regulations will be utilised.
Password protection and multi-factor authentication (MFA) will be implemented
to control access to electronic storage systems. (see password protection

policy).

Data Access and Usage
Employees and other authorised personnel will undergo training on data security
best practices and their responsibilities regarding the handling of sensitive data.
Access to sensitive data will be limited to individuals who require it for legitimate
business purposes.
Data usage will be monitored and audited regularly to detect and prevent
unauthorised access or misuse.

Data Retention and Disposal
Sensitive data will only be retained for as long as necessary to fulfill the purposes
for which it was collected or as required by law.
When sensitive data is no longer needed, it will be securely disposed of using
methods that render the data irrecoverable, such as shredding physical
documents or securely erasing electronic data.

Incident Response
In the event of a data breach or security incident involving sensitive data, Kushti
Bok has procedures in place to promptly assess the situation, mitigate the
impact, and notify affected individuals and regulatory authorities as required by
law. Any employee, volunteer, or contractor who suspects or becomes aware of a
potential data breach must immediately report it to their supervisor or the



designated data protection officer (DPO) within Kushti Bok. The CEO is the DPO
unless otherwise stated at the end of this document.

Assessment and Containment
Upon receiving a report of a data breach, the DPO will promptly assess the
situation to determine the scope and severity of the breach.
Immediate steps will be taken to contain the breach and prevent further
unauthorised access to or disclosure of sensitive data. This may include
isolating affected systems, disabling compromised accounts, or implementing
other security measures to mitigate the impact of the breach.

Notification
If the data breach poses a risk to the rights and freedoms of individuals, Kushti
Bok will notify the Data Protection Authority, within the required timeframe
specified by UK data protection laws and regulations. Additionally, affected
individuals will be notified of the breach without undue delay if it is likely to result
in a high risk to their rights and freedoms. Notification to individuals will include
information about the nature of the breach, the types of data affected, and any
recommended actions they should take to protect themselves from potential
harm.

Communication
Clear and transparent communication will be maintained with all stakeholders,
including employees, volunteers, clients, donors, and regulatory authorities,
throughout the data breach response process. Regular updates will be provided
to keep stakeholders informed about the status of the breach investigation and
any remedial actions being taken.

Investigation and Documentation
A thorough investigation will be conducted to determine the root cause of the
data breach and identify any vulnerabilities in Kushti Bok's systems or processes
that contributed to the incident. All findings and actions taken in response to the
breach will be documented in detail, including steps taken to contain the breach,
notifications sent, and any remediation efforts undertaken.

Remediation and Preventive Measures
Following the data breach, Kushti Bok will implement appropriate remediation
measures to address any security vulnerabilities or weaknesses identified during
the investigation. This may include enhancing security controls, updating policies



and procedures, providing additional training to staff, or implementing technical
safeguards to prevent similar breaches from occurring in the future.

Review and Lessons Learned
After the data breach response process is complete, a comprehensive review will
be conducted to evaluate the effectiveness of the response and identify any
lessons learned. Recommendations for improving incident response procedures,
enhancing data security measures, or strengthening compliance with data
protection regulations will be reviewed by the board and implemented as
necessary.

Training and Awareness
All employees, volunteers, and contractors will receive training on their roles and
responsibilities in preventing, detecting, and responding to data breaches.
Regular awareness campaigns and refresher training sessions will be conducted
to ensure ongoing vigilance and preparedness for handling data breach
incidents.

This policy should be read together with the Subject Access Request Policy, the Data
Protection and GDPR policy, Document Retention, Password Protection, Privacy Policy
and Confidentiality Statement.
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Kushti Bok Data Protection Officer is the CEO unless otherwise stated here.



