
Kushti Bok Password Protection Protocol  

Kushti Bok recognises the importance of safeguarding sensitive information, including 
client data and organisational resources, from unauthorised access. By implementing 
and adhering to the Password Protection Protocol, Kushti Bok aims to mitigate the risk 
of unauthorised access to sensitive information and uphold the confidentiality and 
integrity of client data and organisational resources. The Password Protection Protocol 
outlines guidelines and procedures for creating, managing, and protecting passwords 
used within the organisation. 

 

Password Creation 

All staff members and authorised personnel must create strong, unique 
passwords for accessing organisational systems, databases, and 
communication tools. 

Passwords should be at least 12 characters long and include a combination of 
uppercase and lowercase letters, numbers, and special characters. 

Avoid using easily guessable information such as birthdays, names, or common 
words. 

Password Management 

Each staff member (or Board member where applicable) is responsible for 
maintaining the confidentiality of their passwords and ensuring they are not 
shared with unauthorised individuals. 

Passwords should not be written down or stored in easily accessible locations. 

Regularly update passwords at least every 90 days to minimise the risk of 
unauthorised access. 

Password Storage 

Passwords must be stored securely using encrypted password management 
tools or systems provided by the organisation. 
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Avoid storing passwords in plain text or unencrypted formats, especially in email 
communications or shared documents. 

Password Sharing 

Passwords should never be shared with colleagues or third parties unless 
explicitly authorised by management for specific operational purposes. 

In cases where temporary access is required, consider using password sharing 
mechanisms that allow for controlled and auditable access. 

Multi-Factor Authentication (MFA) 

Whenever possible, enable multi-factor authentication (MFA) for accessing 
organisational systems and platforms. 

MFA adds an extra layer of security by requiring additional verification beyond 
just a password, such as a one-time code sent to a mobile device. 

Account Lockout Policy 

Implement an account lockout policy to prevent brute-force attacks and 
unauthorised access attempts. 

Automatically lock user accounts after a certain number of failed login attempts 
and require administrator intervention to unlock. 

Password Recovery 

Provide a secure and reliable password recovery process for staff members who 
forget their passwords. 

Verify the identity of the user through secondary authentication methods before 
resetting passwords to prevent unauthorised access. 

Training and Awareness 

Conduct regular training sessions and awareness campaigns to educate staff 
members about the importance of password security and best practices. 
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Encourage staff to report any suspicious activity related to password security to 
the CEO 

Compliance and Enforcement 

Compliance with the Password Protection Protocol is mandatory for all staff 
members and authorised personnel. 

Violations of password security policies may result in disciplinary action, 
including suspension of access privileges or termination of employment. 

Review 

The Password Protection Protocol will be reviewed periodically to ensure 
alignment with industry best practices and emerging security threats. 

Updates and revisions to the protocol will be communicated to all staff members 
and integrated into ongoing training programs. 

Adopted 8/4/2026 

Review due 8/4/2028  
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