AI Use Policy

What this policy covers

This policy explains how staff, trustees, and volunteers can use artificial intelligence (Al) tools
like ChatGPT, Claude, Copilot, and similar services in their work with our charity.

Why we have this policy

Al tools can help us work more efficiently and effectively. However, we need to use them
responsibly to protect our beneficiaries, donors, and the charity's reputation.

Key principles

1. Never share confidential information
Do not put any of the following into Al tools:

e Personal details about beneficiaries, donors, or staff (names, addresses, phone
numbers, emails)

Financial information

Medical or sensitive personal data

Passwords or login details

Unpublished funding bids or strategic plans

Anything marked as confidential

Why? Al companies may use your inputs to train their systems, and data could be seen by
others.

2. Check Al outputs carefully

Al tools can make mistakes, provide outdated information, or even make things up (called
"hallucinations”).

Always:

Review and fact-check anything Al produces

Use your professional judgement

Take responsibility for any content you use

Never copy and paste Al content without reviewing it first

3. Be transparent
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e If you use Al to help create content that goes to the public, donors, or beneficiaries,
you should review and personalise it
Let your manager know if Al tools are helping with significant pieces of work
We value authentic communication with our community

4. Appropriate uses
Good uses of Al include:

Drafting emails or letters (that you then personalise)
Summarising long documents

Brainstorming ideas

Improving grammar and clarity

Creating first drafts of policies or procedures
Helping with research on general topics

Learning new skills or understanding complex topics

5. Copyright and accuracy

Al-generated content may have copyright issues

Don't present Al content as your own original work

Always verify facts, statistics, and references

Be especially careful with legal, financial, or medical information

6. Data protection and GDPR

Using Al tools to process personal data may create data protection risks. If you're unsure
whether something counts as personal data, ask your manager first.

7. Security

e Only use reputable Al tools
e Don't use Al tools on public or shared devices for work purposes
e Be aware that free versions of Al tools typically have fewer privacy protections

Before using an Al tool, ask yourself:

1. Am | about to share any confidential or personal information?
2. Willl check and take responsibility for the output?
3. Is this an appropriate use of Al for this task?

Questions or concerns?
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If you're unsure whether you can use Al for something, please ask your manager. We're all
learning together, and we want to support you in using these tools safely and effectively.

Breaking this policy
Not following this policy could result in:

Data breaches

Damage to our charity's reputation
Legal issues

Disciplinary action

If you accidentally share confidential information with an Al tool, report it to your manager
immediately.

Policy Adopted:
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